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Abstract : Preventing unauthorized users from inferring higher level data from the authorized lower level data is the necessary assurance of

the security of the database. Because of the relationship among the tuples, the attributes and the elements, inference becomes an important R
problem of the secure database. The existence of it brings hidden troubles of the information security. Mainly discusses how the inference

channel comes from and analyses the method for handling this problem now. Brings forward a dynamic method and gives the algorithm.

Key words: secure database; inference control; sensitive information

0 51 §

B7r 1980 4, BB EH R ETRE F B E LK
EREMBEEH FEH TR, IREAAELRENR
IR B AR R R E T R AR SR
. BEROEARREN—RIINENERFHT
HIWF T, 2B, B H & AR I B A4
AXFEBEREBRLGI L BR, A LET
BT EHENE BNSNMARMSSARNT
PEBA T HENT T B AT EMAR. BEEETT
B 7o 0 LB R 3 1k — AP P vk 52 R I
B ERKBRNAPHTHESTAE)GRERT
BESHT.

WIDEE B H B AR KBTS HFE . BSEH

A E #2007 - 03~ 16
BEWA : B HK E S EMB T W H (G1999032701)

EEMA PR (1983 ), 8 , IHBARA LML, Bt
RESYORE TR, BIMER L5, S BUIE FE BG4
MREEREHTH.

mEnSEH. BSEMERERITHBRRAAEES
8RR RE L EURBIEN LR,
X IER SR R TR R EUR R R A R S BT
RREER, HISEENOT A SIS ER R EEER
BHIENH R IRE A, R T B R s R R i
REREN, R ESEERELP, XHETEN
HHREEERHANE, AN BEBRERHBE(AE
HFRERRIEEGEER).

SRR T — MBS ERHEIEEE A TEH A
THES. FIRERE LR R 8RE R Rk
TR 5] £, [R) Ak SCREARAE 5 D R38R

1 MFAR

FA P35 B AU 15 H R E L BT P AR
58— BRI, AP HEETI A AR A # & Fh
FE . BARAAPAGEENEHBREIEL LR,
R P BUR BB , MAC(Mandatory Access Control) @)
TREEENRERRTFRETERNOZLE, B A


http://www.cqvip.com

R

pooo hgp://www.cqvip.coml

Jig B 4 - Bh A HE R -+ 31 -

(subjects) =A(object) s XBRIFETLIER JTH.
BYE%E, EERT LR B RHASERF .

FEX 1 B (inference channel) : InfCh (H)
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Key initialization:
K(O)=K; i=1,",m

Query processing:
Input: i;

Select a smaller key k; from K;

If k> then
Output “access denied”;

else
K(O) = ik
K(O) =K(O)\ ik} for all s=i;
Deliver O, to the user.
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REWANHEEEZ AR A MBI MR MR T L Query processing:
M2.1 BRERMAFERR,H CREFEEN— Inpu i:
BIEE.C,, -, C MEEE C WREM m; Fom, TOEGthend
7t e BRI M B K T LU BT ool e smallr kel from K05
RBEAOHRORELLGN AP OHRSR e
K, WERARE KQET no TMEFRANTHE
BB, M TE—HEEE G, K ZBEET m — 1T for every G, such that G,E€G dol
F14  + 1 BHRES. while O,€ C; and s do |

B2 —AHPHREME O WAHTHEHE K(0) =K (O \ {k};
@S I K(O,) = = {t+1} then
Key initialization: K,(O,) = {t+1! for all r such that 0,€C;
K= 1f, f,t+1], j=1,2,,1; l ‘
if O,€ C, then K(Q,) =K, , for all possible s '
Query processing: Deliver O, to the user;

Input: i; !
if find j such that O.€ C; then | |
select the smaller key k;, from K(Q,); else
if k,>t then Output “information not found”

output “access denied” and quit;

else 3 SXRiF

K(0) =ky3 BETIR[S]Mo BRI CHT T REE

K(O,) =K(O) \ {k,| for all O,€C,,s7%i;
] Deliver O, to the user;
}
~else
output “information not found”
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Key initialization:
K= 1f, e+ ,m -1 hj=1,,1;
for All possible s do!
if O,€G then K(Q,) =K, j=1,---,1
!
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