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Information Hiding Algorithm for Image Based on Section

LIU Hong-jun, XU Ting-rong .
(College of Computer Science and Technology , University of Scochow, Suzhou 215006, China)

Abstract: An information hiding algorithm for images is proposed based on section of them, the algorithm combines the advantage of the
LSB and MSB, dividing the gray value into several sections which have the same length, embedding the information into the sections. Be-
cause the information embedded by changing the gray value in the scope of the section and the scope of the section is very‘]ittle. as a re-
sult, the changes in the cover image were much imperceptible. Taking the relevant characteristics of the human visual system into ac-
count, select some sites of usable pixel to embed the information and discard some sites of unusable pixel. Experiments results show that,
the algorithm has a large capacity of hiding information and a goodish robustness, at the same time, the method is eisy to implement.

Key words: information hiding 3 section; human visual system

0 51 §

FRRBEGE SRR RSB AN R RSB EF
FEHBREITA, DB TFEGNERE, B —EWEk
WHERE R R REE R (Cover Image) P, WA E
AR R FT R, WA B REGEE N B 8,
FEE Intemet FIFZWHFE RN RE, FERBEE RE
HERELEEM—IHIFER . CE3ET AMNM
BARBRE, FEERAGRA NI RAE. BEE
BEAMS RS IART, L P R TR R R AW
FHE, HERRERZEEETE EMEENES
AFE2FBHEEEH TR,

EETEEMESREEED, ZRRE BRE
HEREAT®RZ . Ko, B EA%N(LSB) Bk
FRERK FHTH, EEBBUENTE, 884
Rz, BREAMU(MSB)HENSEES T B AR

e H 72006 - 12 -04

R O FE982-), B MHEILA B LFRE AR
KPR BREEE R TR, B8, WA TN, §15
RE AL R 8 BRI R SERE,

HEREABFEFER. EERE T RMETXS
RE B EHE R, EMEL M PR EEAREE, AT
FLSB A MSB AT T — 474, 5 LSBT, REE
BREETHSEERET ;5 MSB L, S ERMK
TEERRST.

1 Hkmm
1.1 EAXRFEFEREN
PR, — K E B SR R —ERR
EREREEMUMER. HETVRHEGRST
B G RET— R4, W AT RUR ER R A
A BEERARAI(E 0 MBS 2 ()X S
TG R EEAREEERAN, LSBH%AF
AT 2 R A M. ARESEES, X
M EFEBEAMERE, B THEEENREAE R
RHEHER =M EE, ARLEPEERA R E
B, B REEGRARFHHMELFRELYN
BEFE. MAaBNHSERESS ERBHENE
R BARE, e M A B ER BT R



Eom

MOES  EFERMESESBERE <117 -

EEFFEED,

WOV E R S BB AR L, R R
EADEEEL, I EAE ST ABRERE RN,
Bt T O IR SR EMETER. A,
BLr =4k, KAKE ! = 2% r = 8, ZFERIOK
BEER SR T — A KIE,10,8),[8,16),[16,24),
o BRIEVBEERANGR ERAEENEERE
{8, AT ERE B B,

AR AR SRR, EAERE
Fal (L 22300 , B8 2 7 DX 8 o (R A 0, AT e 3 0
TEFEME O 1, FE SR ER A TR,
AR, FAERA O, WA R E A XS R R
M AmA LN A EE AR hEENS
fij, PRERBT, BATHE R pYiR AR, FH B EE AR SR {E
2w, MEREIMEE R 0, FW R 1, BAREE
B RETENES AR ENHTHER.

Ak B S 6 P AR T DA K AR ET LR
RGB B, IR 2K FE S, T RIERT; R
ERGBE®.WLUEER.G.BEHFHE—ERILEE
Bff. T RCBEGIAEEEARMEEEZHNE
BT —HN. ‘

EXLEEGP MEREEKT 9% HAT
160, MR BB Z AT HEE , ST ARE,

EX 2.3 KB 0,255 | #hAT 30 4F, R4 o B —
AR B A K,

IR ERAT B E RS, BRE AR
EgU-SIHvsRE iR, BRARMBREREIKE
{8 A BURR BE R A —FERY , X o SR B KR UR , O 3T B
KIE RGO X U SR TR A 2 X
AR ARE  AERPRAGR A SREFT
BAME. AT RABHHEAAEE, TENRBERR
HEATALEE G , BRI B R e B A ik
BRE . FRENAITHEE, UEF 28 TF—-TH
BE HIAMEFEETBRA NI,

1.2 EBEA NEE

BAEMRENKER S M, FRER ZEEHR
X B EANERRERTELAE R, YERE_AER
BEEMERN C,

DEREM[0,25510 r = 4 RO RER
En—PEEREER I =2x r =8

W RR G B WA EALES, By E
% C;

W REEF M, H BT key, HEEHLE

BB ETRE  ERES NEENT JEA5F
BT row( i) Bl ool(i) F;

4) WIBE X 1| FHREBRITHE, FRENTHE
B.UDIER ), F L ER TR
5)#F CG) =00
H M(row( i) ,col(i)) € Llow;,low; + r)
M(row( ) ,col(4)) FHEARAE

if M{row(i),col(i)) € [low; + r,low; + 27)
Mlrow(i),c0l(i)) = Jow; + r - 1

FC() = 1,1

if M(row(i),col(i)) € Llow;,low; + )
M(row(i),col(i)) = low; + r

if M(row{#),cl()) € Llow; + r,low; + 27)
M(row(i),col(i)) #HEARZE

low, = al(l = 2r,n = 0,1,-,8,20,, .
(2356/2r) — 1) ,BIF T EEM TR, BN LR T A0
ABRE.

OHEELEHMERS)  EINTEELTE
Ao

ZENR A, KA R B R B=0110001, r = 2,7
AR B EERHWRENKEESII M =
(45,65,234,128,137,193,36) , 4 B(1) = 0,45 Ff %
B R IAL2: 44 21 48, B0 M(1) = 45 € [44,48) , A&} 45
< 44+ r, BSOS M(L) REAE AR S
BHREEN M = (45,65,234,128,137,193,36).

B AR 2R (R A 2 A R U, e
IFAREARIKER, - BT R H 7. (58 8%
W, r BERER LB A, B ~ A9 2 0] LU AYFR
Fo bk 480 x 480 f4 lenna. bmp A, %4 - HL 4,8,16,32
B, i ABEELEMNERNE L T,

Bl AEAFBEANTELENHIEH
A 1 mﬁlyuﬁzﬁ,auﬁﬁrr r = 16 B, ERE
LEARLERERRHR, BT r = 2 HEGAH



© 18 - HANARS RRE

T RAER,

B M BTREIREY - BER ARG, - EBR, I
HEE EMAD, TERBEAEN - FEER
AT s, R e T ARGRBN
FENEREEF 4 TRESRNERABRERA
SOk, BAAME 1 BRI - SIBUES BT LUR K,
B3R AR R E g, 28 R R AR B R E &
Hkx e, — B DL,

1.3 FEENEZ

AT ERRENEE, G BRI ¥,

D AMEHEREBNER M, # 5k AREE
RO REALBE R IR, MR A R 91T B
BIFPHCT row( ) H col(2) .

2) ABREHTAM R B X, ERE
BB ER FHRARES RO, WA 1B

[if Mrow(i),coli}) € [10Wj,10wJ + r)

mcdi) =0
if M(row(i),col(i)) € [low, + r,low, + 2r)
Ll CCi) = 1

NEEB2) RAEARL.
HRAEELTE HER CHERIIRERE

2 LWHRSWH

SCHE P IETL 480 X 480 Y Lenna. bmp JK B E 154
BRAES, BEFEEY 28128 _HEK. H2 8
SR EREEG HEEEAEEERELSHEE.

WHEEE Wl BEEREAE
B2 RAHBRREARALEL
$5 [ 2 BRI E (s B AL B B (R B ARE
BRI AR I E 3 B
AP 3 TTLLE B AR ERR R, R AR A
IREE R HRE
2.1 MEREREIHBEEER

LB,
SEEEEHTI R EREERFL, B8
%t b B AP 4 BTAR,

2) IR .

g o) ob 4

SHAEE
B3 HABAEESsTILE

TR A E 3= Siblt
B4 HhiEHRRE
- EH MR b 2 ER BN R R 1 BB R

PS5 B

Bt s N

LR e

WL R PFEECLAT RIS B o ) EUE
A5 mRiEeaRd
3)EERm,

WEERRHTERENSGE, ZTRBRE BN
A AN 6.5 R

| O
w5

2L
PRa®

% B W B AR

R RS

A M
BHo6 &SEHERE
JA BT S B AT, A Bk BT — RE B B K
W, BEERICY A G RTRRR, HIEE Y
Freth 7 —LbRIyLERS '
2.2 HEESHT
XHRRBE S, AR LA A, 2R
LSBAY— R it (28 )il B ok A 03 49 48 R AT X
o
AR T BEALEE MR AL B A0 R (B 1
7 B AL BRAE (T & W R - e, R A



FEoH

WA F 4% BT KRR BRIE B RaREE £ 119 -

RS AR S b TR R W B R, (TR SRR Y
AR AN, AMRE TR SEE. [
B EMNEERMELAERHER GRS key, BA LT
PR ASER - SRR THEN
BHEE.

FEHEREE B, 1 RIS T AT RGRE N TR
MEAESREFREN K. WRERAKEES
EFHRPTAVHER, 2EHREFRRE T H.
XFEAESTRERVERAGE, RV TH 8
o BRI B R R AT X — AR R RR . A T IRE(E
BREEER, TLE S5/ DA RARENKE, X
HIFRH TR B REALS A BIRZ AR ET B
o B, ZAR IS RARAT R R SRR BT B R AR TER

3 & ®

IR E RS TS MRREER. &Y
T HVS SR ER T TTHRAGE, U RS % (E
BT LA, F B LB LSB AT IR, TS
HERHFEE. BREERR RS HMEE, &%
HEARR R . EERMESENRT TR
AR AE E,

.....................

e e e repermrr e e err e} +

SEIM:

(1] B, WO, MES. 8. —FEE T RGB E{gH
FREERBRAEEART. TEYLE RETR, 2005(9): 165
—167.

[2] ¥WE.% B, F B ELREHARZHAEIM] R
T RDURF R, 2004,

[3] E8]&, FA¥, EX. % DERIEENRAEX
£ (MSB){F BREBSEARMNSFRI] HERBIR, 2002
(2): 182-187.

[4] LouD C,Liu H L. Stegancgraphic method for sccure commu-
nications[ ] ], Computer & Sccurity, 2002, 21(5): 449 -
400.

[5] Lec Y K,Chen L H. An Adaptive Image Steganographic Mod-
¢l Based on Minimum ~ Frror LSB Replacement [ C//Fro-
ceedings of the Ninth National Conference on Information Se-
curity. Taiwan:[s.n. ],1999,8 — 15.

[6] Niu Xia— Mu, Lu Zhe — Ming, Sun Sheng — he. Digital wa-
termarking of still image with grag — scale digital water marks
[1].IEEE. Trans Constumer Electronics, 2000, 46(1):128
-137.

[7] ZFE&w, ®iE, T B —#HESHINEREENGFER
W ET]. THECHLALA, 2008, 25(5): 1138~ 1140.

[8] FE.MNEBRHTF ETURTAENEARERR
R[] W HLELFT . 2006,26(1):96 — 98,

S S RO ST SO TU R
vvvvvvvvv

(L#F 115 R

Ja by —- R AR Al iE G 2 2T R B T LA web
L ER, BHEERE web LR ER, TR
R, X B RA T HT svus PHERSEH,
FH struts FEALAT DL AL B 1R MVC R IHERE) web
N R R LR, B b se AR E )T il R HA
Bl B R web S, RABIABERAYIHEEE
Filid Action Form M jsp IR . 45 3L
PEPF B B B3R R TR B 7 Form P 52 SR SEAL 3R
L4 jep TEBAZTHRIS, B Action #1705 &b
L E S B AU Form FREH &SN, 8
ARAE jsp TUME S RGO 2R T RASE R A8 SR M
FIRCAEER R ST, S8 R BRI et 584 BT LAE
7t A AR R AL T E . MRBREERY
B HREEEE o FE - SEMAS =, H
P T F AR T H JFreeChart,

5 WRIE

IFEMT R THNELLEMN web BHFHIT
B A YNSISS & 4+ 1 A PLASQL 45 M fi & 8850
AT AL RREBREER . 8BS &R srus #E2R,
PSR LHT 2 LEFE web THFHERS. M

..................

e R TFA A BE R BRST I E H  ROE TALE web b
TG, (BRI I A AT —
112555 2 5 e BRI T O BB TR roll-
hack 28R, B2 LA & 28 € 2 T IR % UK
BT HFR R R, XS SR R — B B
S RSB RN T 2, 2 MR B AT A
R — RO,

TR T ST YNSISS RIS AT F
AG SIS LI,

SE Ik

[1] Han Jiawei, Kamber M. 3B B S 5 A [M]. 06 8,
F/ AR JE AT B Lok (AL, 2005:29 - 41.

(2] 3FAE FSF I Oracle B EE BT R AT X M4
B AR BE IR FE 58 IT#MK,2005,27
(6):56-60.

(3] IrHe shEe X RpvE RS PEREYH . 4
SFIERR ,2005,24(3) :56 - 60.

[4] Thomsen E.OLAP A REIRE RIS E A [M]. ﬂ‘:E
BEE QLR F Ll tHRRH L 200448 - 50.

(5] kT, AR, Srus FEATITS A HEXRIMI]. dE5:
A RGBS KA, 2005,



