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Security Auditing Mechanism Based on Linux Shell
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Abstract : Command history records which generated by Linux shell after user login is one of the important sources of system auditing in-

formation. But command history does not include sufficient information for intrusion detection and the history records can be easily modi-

fied. Adopted loadable kernel module technique, /proc virtual file system and system call interception, a full — function security auditing

mechanism based on Linux shell is implemented in this paper, and then a simple example is given for security monitoring with the new

- mechanism. At last a discussion of its advantage is given.
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