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Application of Protocol Analysis Technology in IDS
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Abstract Intrusion detection technique is an important safety precaution but the current intrusion detection system can’ t meet the actual
demands because of the defect of high false alarm and false negative rates in high — speed network. Analyzes the limitations of intrusion de-
tection system which is based on pattern matching puts forward a model which protocol analysis and pattern matching are combined and
discusses a method to reduce the signature library of intrusion detection system. These methods can enhance the accuracy and efficiency of
detection and make intrusion detection system adapt to high — speed network.
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$ db= mysql_ connect“ localhost” “ root” “ lus-
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mysql_ select - db® mydb” $ db
*
$ temp_sql = SELECT DISTINCT layer4 _ sport
COUNT event. cid
“ FROM event” . $ criteria 0 . 5
“ WHERE” . $ criteria 1 AND layerd _ sport is Snort
NOT NULL". Snort Libpcap
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$ result=mysql query $temp sql $db Linux
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