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Application of 802.1x in Distributed Firewall System

- ZHOU Xiao, WANG Fu-rong, GUO Yi
(Electronic & Info. Eng. Dept., Huazhong Univ. of Sci. & Tech. , Wuhan 430074, China)

Abstract: As the enterprises become aware of the importance of security issue in their network, they seek a way to guarantee that all the
users and hosts accessing the Intranet are legal and safe. 802 1x only authenticates the users, and distributed firewall system only checks
the hosts. Based on the analysis of 802. 1x’ s authentication theory and process, propose an application solution to apply the 802. 1x in the
distributed firewall system, making that only the authenticated users can access the Intranet via the legal hosts defined by enterprise,

which secures the network in a higher level.
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