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Normal Distribution and Active Denial — of — Service Defense Mechanisms

ZHAO Ying,NI Zheng
(Network Center, Beijing University of Chemical Technology, Beijing 100029, China)

Abstract; As the development and prevalence of information technology, network security is currently a hot issue in the Internet. The
DDoS is becoming a serious problem to affect the running of the Internet by preventing legitimate users of a service from using the desired
resource, The theory of DDoS is introduced at first in this paper. Then discuss the countermeasures and mechanism of DDoS. Relying on
SSFNet simulation software, sets up corresponding network environment, and simulates a DDoS attack, Whereafter, regarding remarkable
characteristics of the attack found in the experiment, namely the normal distribution trend which is presented by the number of new IP ad-
dresses passing the router, and combining with normal distribution probability theory in statistics, it comes up with an active defense
scheme against DDoS attack. Subsequently, by taking advantage of collected data and integrating with abnormity detecting method raised
from the scheme, it tests the validity of DDoS defense scheme.

Key words: DDoS; normal distribution; active; security

0 M R

B Internet M9 5%, BE PO 108 B A B0 B ST 38
REABEFE RN, BiAmRIELRRS N
(DDoS)E2M B M EERETHRERGZ— &
BMRESERAMMEUG NS FB. RE DDoS
MBE R EREF BB EAA DDoS B EFIHE
B IR G BRE SIS EHNRESER ATEAERP L
BRBERWRS ARE, ILMBAHHARNERT
M RIERIETT, ME R TE BRI AMY R,

1 DDoS T{ERiE
HF Intemnet 2 & B F B HEMERN, FHER 30

#7889 : 2006 - 03 - 09

BE&WEB ER L R E (“+H"211CERS - 08)
fERMAr B %(1966-), T, KEA B, T N EILR
% AR,

ZEERIATAERR, KRR LAFERHRHE 2
BRIt AR E RO T TRz il, XEH LN
#—T DDoS B LIERHE,

R DDoS M T AR REH, (EREARBARAE
RO AT AR5 TR, BB B X R 5 £
W —MERRHK) DDoS Bt B 1 Fim.

LA i sl —I;'[“j

@ISk <Y |

‘Da By fj
@ERHL " /s
....... #

Bl MEeDDoS4H
BB & E R 25 R KR F B AL FRO,
RS RS B X ETERETEED, HEHHREEEN
BEOQ, h FiFRaitE— R AL, Xt m T
MR MAEREFREEQ. ATMEFBES LIRS


http://www.cqvip.com

. 238 - HENER SRR

pooo hgp://www.cqvip.coml

% 16%

BARBEER, IR X PR M5, B4 1 IR % 28
REWFET . MRUHH P ERMBl MRS BRE
E¥HROKE, b T I RS S TTHMRR, MR
SMAPKEREZELG®, X HMARE ¥ AR
FREFEBBAEHNRS, ALEREBELRE RS
RIEIE

2 %31 DDoS BB

~AN , fe 5 8 DDoS By s R A “ R4 — Wl
~ REX" R AMER R BEEEE T, DDoS WEH G,
BARENENCLZATHYRENGE. IMER
R REBREIHES. iamﬁmﬂmmwmb
FIBT MRS . ST #:3h DDoS By s e i £ [,
A11Fe 56 B anfa B Rt & B DDoS &Yt B, 3R BN
RORLYHE M , B £ 3 DDoS B B4 2, EaB5 B R%EN
BR AR Bl , M B R WBaRR! . Bk
BN AR

* EANAIHLRSUENREHERRAF LI E
BTN

* TEFRBPIR RS EER, MREBHAER.

* IEFR BB HNERUE BRI I MiTie,

* WE—ATTUFRHNERRRPER,UEH
ERENMMRNRLRY,

—fE kiR, 3 DDS IR RER— I RELA.
RETHTATENHREERSMEHARMEEH . A
BREEMX L, IHEYMEUAREN, SLTEEE
S 4R B X 28 R R 15 B, 3 0T DA SR IBURE B A4 L X
§[4] .

3 BTESKHRMES TN HIERE

HTHMETF DDoS BEHGI EMPMERENIE, A
R TREMELTR, XIRPETHITHOITH
B R, EERE N E BB LB R
M, R GHRE B A3 0, BT BR15 AT 45 R Lk
R, ZABERESKER NERERAFE-HESSH
7, ERE I ENERER RN R AR, EE5S
MRLRF R LR H T P RIFE R IER
B MIE 7 P E MR S ML E R L, TR
— ARl K /AVME % R SR MR R A R K B8
%, BT LA B 2R A — LRI FRA ; Bl 2R T 1) 22 f RE {0 M
BMIETH, XRAFAEREMFRARER SRR
AN —RESHIGESFRFEL#BR L, 8F -4,
BAERX 5 MEEMME, F BBEREZEHETHEERET
1, BN & I M R ER

WRERERTHOMER () FR, BEMATH
y(£), 34 y(2) = z(2) + n(e) , XEH n(e) RERME
HKRE, mERMEFEHTRENEENE, BARTRR
Mg R LR IR R IB SR

1 &)

—~ 2y = 7
. v g N(}l;,d’;) = 2mr€ 2,,‘

WA BT AT BB SR

= 1 ¢ © 1 _7
P:Iu-——ezdz P=Imzdt
4T oy rely Ay
V"‘/l

— 1 I2
Pm = J’ ’ ﬁe_idt
e &7

P, FR IR RITT BB, P, RARIEE B MK RIA N
FEREHTENE, P, RRBHRMF R B TR ¢
FRPERE, VRAENEE, o R ¢ HH, 0 R

SRR MES o) = [ Ao ba mimEmT

.

Pi=1-9o[(V-pe)/e] Pr=1-¢[V/s]

P, = o[(V — y)/c]

B f R REW TR, 4 P, < fLNE

V- op7! (f)

BHR d IRZhENTaetE, 4 P, > 4,0

Vd =< Me ™ a'go_l(d)

ATERBBIFHHE, ¢ f=0Hd =1,0H

VE [da,pe—d6]l, e — 46 >0

RUBIRESENRE vV, KA THEKREAN
F R RN T B R AL RS IR AT BB

4 ERIREXH

BHTHR—- TR ARANAFRFZREHN
o, B AT A R P SR AR 1 4R 4 SSFNet S 4 X HE —
MERI LRI R ERA

BAMMEEFRENE 2, Sh 3 M FRER:H
F Net) R — M E P36, Netl R T RS 2%
(Server) FR 81 F M, Net2 B2 X L& £ DDoS BIE F ¥ito
EXLRAE D, FEE - MPoRaR RAKEE
X 3NFR, TS FREE S0 R b .

350 1 A Bl SSFNet H (Y 9 5 # 4E: DDoS 1 Tep-
Dump. DDoS FERF R DDoS B3, RIAR AN AR
F TCP # SYN 3 5:F s TepDump TEFATHBREH
K T2 HEIRE, AT iEe MR RHE,

xR, EEE (BERER tme = 100s 2
time=400s) , F P HLAK R B R F AR RAE IP K
IRAY SYN 41, (E B R R SRR, BEEX T
ERMETEENBEERONE L, REEE SR
B, MRS BRI RN, F LT\ R P
RIS R, A EARS AR,

L Router B [P ALHETHEY , RER T £
A AN T B T, 5B 55 4 Router B IP @ BB A
OB R AR , T3 46 A R st bt R 7E 2 A SRt R
B SRR XRTEEERY, IR R X bR A RN S, F)
A TCP sl B 1T R ik iAo BB R S0 A R A U4


http://www.cqvip.com

B12H

B 3% EAN 5 A RS kb R

P 000 http://www.cqvip.com]

+ 239 .

I FEIRA BV, 3 90 T B4 Router 892
HIR BTG TP AL,

% RVEIR, A BRE H B S , AR BRI,
HF Router 37 IP WBM A B SES M+
FEUFUXFRE THRETES

DT RERATOT A S M B
ik 1P R4S A, R DDoS B
R, B EE %R IP K
TR S 7 A, A S IR B
B, REHENHES NSN3
L, BB R BER, E
I B AR IP BT, 517
RIS L, MR LRGSR B RE
B {E , W =R R 45 R 7E DDoS I
TR, SRS BB R I b, R
BRI LR 1P ot 226 15 i B
KORATUE BB RS BHES,
ERMEBBHER, P SEAF
ERRE .

BHZHRBENAR V € (4o,

B2 Rsisihsst
B MR ER I, B BT BB Routerl B% 1P
B2 B RS, TiHAb 3 - Router R BRA
RAHE X REH Router] FT7E BT M £ IR %5 22 72 10
R, B 2B RTFRNERBRAELCRIBE BT
M, BTRA Router]l BB %+ B 8. BRI, IR EE
B M PR — R BT IP (%R, IR AR T 1L
72 B 4% b 7E7E B DDoS Bk A9 AT BB HE .
ERERNR X — BRI P YR, TR %
RiEit 8 Router WEMWER, HEA WS 85—, Bot
O P 45 40 SR IR 2 ey T 5 o B R K B0 O 4 o R 7 B e
B RFRA T G b SR A X S, TR MR L B e 4
FAE DDoS 3128 ;85 , 24 & 4 DDoS T i W 45 7 Bt
AR — & AN Ak 3, DDoS B i B B 78 TN RER

e i e -

Num of new IP in Router 0

30 r
25
20
15

1 101 201 301 401 501

pe—4o], e — 40 >0, FFHERT
ERAT B Router B V {i: Vrouter,
= 4; Vrouter; = 7; Vrouter, = 2; Vrouter; = 3; it X H
A 3 R AR, ] BR B B BIEX AR NS B R 4R RS
AR, LM kR ERIE TR FES2 AR DDoS
3R

5 & ¢

DDoSHH HERDEMAFMITENKNEL, P
AU T DDoS F=4 BB, Wi itk T DDoS Byt
wEs, FRBAT X3 DDS P E—BETES
ST G T IR M A DDoS R4, BJEE N
—MIEBRIERBIET XM RN, MEER
BARMM B ARYZE, R T 5 DDoS T By 7 5
BRARPEEMEEZ2NEETE,
© Numofnew IPin Router 1 o o
0 Router 1
30 ¢

0 B time

1 101 201 301 401 501

Nutn of new 1P in Router 2

time

1101 201 301 401 501
B3

il iE 4~ Router 84947 1P Hobk o 403

Num of new [P in Router 3

20 -

5.; ...... —

100 200 sor 401 so1 ]

(#2243 A)


http://www.cqvip.com

F12H

P 000 http://www.cqvip.com]

o OB 2T Web 09 T/EF 4R BESR .« 243 .

REE L R FREMYMETRELASHE.

T

wazx | [BRex| [WREx WA GRS D
B B # % WHS %

I

r 7).
: [rear] [sanr] [wess||arss||vsno|
B2 wmifRRALRME

HREEBATREE R, RERBE .. 5 AERT

B RARE BRIV S BN AR E T R

. TR TRMBFRENE 3 iR, BdER

TR, TSI XML H2X R SO ST 1k shie , 1%

RB/NT WEEXMEF N IIER,

B
AR Ria

[

!
|

FIWBRTE, Fonimfisn =
AL i Te%- 10858432

Ll ; AFL0EESTES
T RS
! - Y
¥ -
......................... x
‘ » »
é Ricwitt AWt
RRDI
.
4
¥
o

B3 LHpHugmri

2.2 fEfREfEM

ROTEL TR, 5 B 3 XML #FAT i 5% 08 34 #E K A Bk
RETT—RIIMEREMATE, AT RKREREKTRF
ST HMFEROKE S, B0 T IATE, EHBERTA
|, R AAR R I T .

(1) mEEs | B LRk

BRI B RS A EGE

R BT AR AT L1 , SRR A SRR AT IR IR 2

(2)XML RAHALI

HMRETHERE BERAHTHEL, ERA
SE LI BURs Tugh Ak 55 SALZ B R AR B n e
FAREEMTER. ERERTH IR LIRAET
w8 XML RE BARKREZ TR MITEE.

QMBI EF

LR JRAE £ LA, AT R - m
XEFERERT .. RERAEFER HOBITHE
XEAXBFIR AFEREAFT  RABERRE
RS, M B FF P 3K B AR AT A SRR SURY , AT R K
Wb REMATEH#E.

3 &Wig

EEXTET Web B T 4B W X SR B 0B B W R 35
HEREOR, B —F TEREEFIUESR, ERETR
MR BN ERERNIE T, T E AR
T LR WA ERE, A — WY Bt B
HMREE. ET—HRHRIIES, E&HT-ETEHR
BHEEMHRES, R R GEIRITIERR, LIS R B 3%
Ha l RER .

XM :

(1] WEW . THEREESRAERIM] LT WEXEHR
¥,2001. _

[2] Sandhu. Role— based Access Control models(]]. IEEE Computer,
1996,29(2):38— 47.

[3] Bertino E, Bonatti P A, Ferrari E. TRBAC: A temporal role
~ based access control model[ J]. ACM Transactions on Infor-
mation and System Security,2001,4(3):191 ~223.

(4] B =&, W80, BaT. HeEstEm s asmEsi(l].
BAF¥R ,2003,14(11) = 1944 - 1954,

(5] E/NA,RRE MR TERRESNAGS FLHE
ViR BRI (1], SR h2£4R, 2003, 14(11) : 1841 - 1848.

[6] Thomas R K, Sandhu R. Task — based authentication controls
(TARC) : A family of models for active and enterprise — orient-
ed authentication management [ C]//In: Proc of the IFIP
WG1113 Workshop on Database Security. London : Chapman
& Hall,1997:166 — 181.

B e T s aE T T S i S S e S A e T S S S S S

(B8R 239 R)

$ % 3K -

(1] 8 %% €,7T F BTiHEN8emm3Mssns
HEWRAT]. KF2#M,2002,13(4) : 594 - 599.

[2] Yang Xiang,Zhou Wanlei, Chowdhury M. A Survey of Active
and Passive Defense Mechanisms against DDoS Artacks[R].
Australia: Deakin University,2004,

[3] Bellovin 1 ]. Pushback: Router — Based Defense Against DDoS
Attacks{ C1//In Proceeding of Network and Distributed Sys-

tem Security Symposium. San Diego, USA: [s.n. ],2002,

[4] Mohiuddin S, Hershkop S,Bhan R, et al. Defending against a
Large Scale Denial of Service Artack[ C]// In Proceedings of
the 3rd Annual IEEE Information Assurance Workshop. New
York: United States Military Academy West Point,2002.

[5] LiM,Chi C. Decision Analysis of Statistically Detecting Dis-
tributed Denial ~ of ~ Service Flooding Attacks[]]. Intema-
tional Journal of Information Technology and Decision Mak-
ing.2003,2(3):397 - 405.


http://www.cqvip.com

