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An Integrated Fault Localization Model Based on Bayesian Networks
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Abstract : Fault management is the basic and the most important function in network management. It aims to assure management networks
can run continuously and reliably. Fault management includes fault detection and fault localization. Fault localization is a core component in
fault managément system. In this paper, Bayesian networks are proposed to model causal correlation bepweeﬁ symptoms and faults. A novel
technique that integrates the advantage of both passive diagnosis and active probing is used to detect symptorns. Probabilistic reasoning is

used to locate faults in the network. The model consists of three modules: fault reasoning; fidelity evaluationsand action selection.
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