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Design and Implementation of Linux Kernel Random Number Generator

LI Zheng-ping, XU Chao, CHEN Jun-ning, TAN Shou-biao
(School of Electronic Science & Technology, Anhui University, Hefei 230039, China)

Abstract: Random number generator plays an important role in many research fields. By collecting noise in the environment of machine,
Linux kernel implements a strong random number generator. Based on the kernel source code ver 2.6. 10, this paper analyzes the design
and implementation of kernel random number generator. First, an introduction to basic principle and design idea of the generator is pre-

sented, and then gives a detailed analysis about the implementation, including the exported input and output interface. Finally, a discus-

sion about the effect of system startup and the adopted solution of Linux kernel random number generator is given.
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Linux P38 BEHLE= 4= 88 1E /drivers/char/random. ¢ *

FYENFRR A LM, HABERP L R4 rand - initialize
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struct entropy_ store |

struct poolinfo poolinfo;

_u32 * pool;

const char * name;
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spinlock_ t lock_ cacheline_ aligned _ in_ smp;
unsigned add . ptr;
int entropy_ count;

int input_ rotate;
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void add_ interrupt _ randomness(int irq) ;
void add_ keyboard_ randomness{ unsigned char scancode);
void add- mouse_ randomness{ - u32 mousc. data) ;
void add_ disk_ randomness(struct gendisk * disk):
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