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A Forward Secrecy Protocol Based on D — H PKE System

LI Min, LU Jian-zhu, HUANG Yi-shuan
(Computer Department, Jinan University, Guangzhou 510632, China)

Abstract : Diffie — Hellman(D — H) algorithm can exchange the key in a crypto system, the security of which is based on the discrete algo-
rithm. And Diffie — Hellman key — exchange protocol can provide a crypto system with the forward secrecy. Analyze Diffie — Hellman key -

exchange protocol, and present a crypto graphical protocol with forward secrecy which can be applied to any asymmetric crypto systems.
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1 Diffie — Hellman B8 2 57 thill
A B ERERFEHIT , REEHITHE RN,
(1)A —> B:A,g(mod p)
(2)B-> A:g"(mod p), H(g"»mod p,Kag)
(3)A ~> B:H;(Kag)
A: K= (g)smod p
B: Kup = (g'#)»mod p
B
(DA EBERENE 4 HRELB:
A, g(mod p)
(2) B EFBEYLE 1 E
Kag = (g)(mod p)
4 g (mod p),H (gmod p,Kag) 5% A,
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(3)A FWEEITE:

Kap = (g)»mod p
Hit#® H,(Kap), 5% B,iIEE A B41858 Ky, A, B4
FIEZiHEH Kag BE, Kap ERNSEFAFHER
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gMp RAEE, e REp AT, ra RHAFAER
BEHLEL, rp R HIB P4 MBFENLEL, 2 BI1E A A FIB AR
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(1) A->B: gmod p
(2) B->A: gmmod p,b

A: K= H (g"mod p,ra)
B: K.z = H (g"mod p,rp)
XEBEREFIRE H(-) BAFHMER:
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(1)A->B: Q,gmod p

(2)B->A: g#mod p,Hy(g"¥mod p,Kap)

(3)A->B: Hy(Ky)
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EREE i rBEEENEH K o

(2)B:3&W Q, ia, =4 — BN b, IR E &

Kap = H(g#mod p,rp)
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(g"#mod erAB‘_) &4 A,

(3 A:HE

Kag = H(g"?mod p,ra)
LARESIE H (g9 mod p,Kap ), BIETHER A B, 3%
Hy(Kyp) %4 B, iESE % 8. B WE G AT RIE, HESE
AFBTEHKago

A MBI b%ﬁﬂ‘]%%ﬂKw‘ = H(g""mod p,ry)
= H(g®mod p,ra)e

3 REMSH
3.1 EREXWE
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BEitE g, RN EEEEE Y REAEE R L
B ] T B AT LA B 1k B SO i
3.2 shiE AlEH
RPN E, Hilid PKIKEREAN rg, 0T LAEK
8 g,p,H,H, H, ENHBH, XBR E AT LLBIKIHE
M A, B HBRAE,
(1)A->E: Q;,g”‘mod p
E->B: Q;,gF¥mod p
B FHCWRAHER T A WA, 24 B,
(2)B->E: g¥mod p,H;(g"#mod p,Kge)
E->A: g¥mod p,H (g#mod p,Kga)
E RS 58T B o, MEAY, X EA
DIE AT FT A, B @R, A, B HUAKNE MG HER
(3)A->E: Hy(Kg)
E->B: Hy(Kg)
XM EHER T, E ol DUl E R EMRE R A,
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RARIHE
3.3 2EBHNLR
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BESA, U RAA B ELtE,
3.4 A,BKBERHNHR
R A, B WEBAMGMR, BB AREERY
HEENES K, FURENRRLEK, WAL
Wit EH AT Diffie — Hellman YH¥, B L FT AR FE i
A, B KB,
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