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Implementing Data Encryption and Decryption
Methods for . Net Framework

WU Yong-feng, ZHONG Cheng
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Abstract : The security mechanism for . Net framework is analysed. Based on C# . Net programming language, it presents an example for
implementing DES encryption and decryption by creating DESCryptoServiceProvider object, EncryptString() and DecryptString() func-
tions; and proposes another example for implementing RSA encryption and decryption by creating RSACryptoServiceProvider object and

EncryptData and DecryptDatafunctions. The proposed method is helpful to develop the applied cryptography system.
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PR MR E RIS AR ATB—T+oEEN TE,
RLFI Win32 AP # 17 R &R B REBENBKEE R EHEL
BRF{EH . Microsoft . Net Framework % £ ¥ 124t
TEENEE, UBHEREFRARBEZ LKL ARE
F—?-_[2~4]°

. Net Framework 28 EEH# it T System. Security. Crypto-
graphy #4825 (8], Moy 2 75 (8] SCH B A X PR IEXT R
TR HE 2| LA R BEVL B0 B3R B (238 DES, Triple
DES, Rijndael, RC2, RSA, DSA, MDS, SHA 1 th B YL 5 £
B.2% PRNG %), K+ RC2 H ¥R RSA B L&A R
AEFIMRANEKEFAOHREBEE, DSA IE
FE BB %, Rijndael B35 £ B FANE 7 #E (AES, Ad-
vanced Encryption Standard) & 3, © {# A 128,192 =% 256
HARR B 4R (4 BIFR A AES - 128, AES - 192 #1 AES -
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256), DES, Triple DES, Rijndael 1 RC2 # 2 H. Net
Framework B9 SymmetricAlgorithm 2§ 313, RSA #1 DSA
H1EH . Net Framework B AsymmetricAlgorithm 281 3%,
System. Securyty. Cryptography. XML #r &% [E 3L F
Xt XML #4785 45 4 B W3 #-HE, T System. Securyty.
Cryptography. X509Certificates 25 FESE B X. 509 FUFE
7ty N
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.Net Framework 2t & MR BEBERLHHER
F 2 System. Security. Cryptography. SymmetricAlgori
thm J&4, R REHWMA 1 5TR.

SymmetricAlgorithm J& 4 # DES, TripleDES, Rijndael
M RC2 X HRBBEE L7 5 H . Net Framework $24EH) 4
ME IR BB CSP 26 DES Crypto Service Provider,
Triple DES Crypto Service Provider, RC2 Crypto Service
Provider 1 Rijndael Managed ¥ 3E 8, X 4 LA Crypto Ser-
vice Provider 1 /&5 %% #9282 AN 7EH Win32 Crypto API
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> DESCryptaServiceProvider }
;’{ TrpleDES J

> TripleDES CryptoServiceProvider
——L RC2

l_r RC2CryptoServiceProvider l
L_,L Rijndael
> RijndacdManaged

B 1 . Net Framework ¢y {#k Z A H ik £ £ k&M
2.2 .Net Framework X BB REHBE MR B RE

THES S KR FRER RS DES A4, 7. Net
Framework TR C# BFE S REBSHLIE i &
B ¥
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private const string sSecretKey = “Password” ; //{ Fl 1 ¥ 35
HEH

DESCryptoServiceProvider des = new DESCryptoService Pro-
vider() ;

//MRRBRES, MEREBRFRSHENER—TFH,
B AT ST RS S HHALL, R KB R &
IVHE, BEREBFRLHENER — IR LE R DFU
FHRANEREME RS RUBRFRETH

des. Key = Encoding. Unicode. GetBytes ( sSe-

J

() BERIE

private string DecryptString(string text)

{

[CryproTransform ct;

MemoryStream ms;

CryptoStream cs;

byte[ Jbyt;

ct= des. CreateDecryptor(des. Key, des. IV) ;

/1% F CreateDecryptor 77 58I ICtryptoTransform X% ct

byt= Convert. FromBase64String( text) ; /¥ FF B ¥ T
FHE

ms= new MemoryStream() ;

cs= new CryptoStream(ms, ct, CryptoStreamMode. Write) ;

cs. Write(byt, 0, byt. Length);

¢s. FlushFinalBlock( ) ;

cs. Close() ;

return Encoding. Unicode. GetString(ms. ToArray()) ;

// BRFREANF T RARERTT BRANEETRS

!

3 .Net Framework 28 E W R KMBMBEFH Z
fy SR IR

3.1 .Net Framework 2B BN E AN R R LN
.Net Framework ##tH A BB HEL MR EL

System. Security. Cryptography. Asymmetric Algorithm J§
4, HBKREGHInE 2 For,

cretKey) ;

des. IV = Encoding. Unicode. GetBytes ( sSe- rAsymmeuic.-\lgorithm—l

cretKey) ;

(2)InE

private string EncryptString(string text)

{

ICryptoTransform ct; /78 T WD A BE7E IR %12
HBF EiHA CreateEncryptor 73, REBHBFH
3 18 58 % O B9 KPR encryptor X &

MemoryStream ms;

CryptoStream cs;

bytef Ibyt;

" ct= des. CreateEncryptor(des. Key, des. IV);

byt = Encoding. Unicode. GetBytes(text) ;

BEXFRHRHBEFIHA(NET MEEELENE
FERAMEFTHS)

ms = new MemoryStream() ; //8] & MemoryStream X % ms

cs= new CryptoStream(ms, ct, CryptoStreamMode. Write) ;

//8) 2 CryptoStream X % cs 3568 i Write 77 834 N &5 3018
BE A MemoryStream X 8

cs. Write(byt,0, byt. Length) ;

cs. FlushFinalBlock( ) ;

cs. Close();

return Convert. ToBase64String( ms. ToArray());

e

’1 RSACryptoServiceProvider ‘

DSA J

» DSACryptoServiceProvider J

B 2 . Net Framework 8 N AEB AL B R %M
3.2 .Net Framework A BB RAGHEMBERE

TERUAHEBRY RSA R, 44 M. Net
Framework T 5L C# 4% K BUBER bR &5 7 ik«

(1) #1#h4L RSA B,

RSACryptoServiceProvider rsa = newRSACrypto Service-
Provider() ; /7831 RSA &R % 3 f &

RSAParameters rsaParamsExcludePrivate = rsa. ExportParame-
ters(false) ; //R{RFF RSA A48

RSAParameters rsaParamsincludePrivate = rsa. ExportParame-
ters(true) ; //fRFF RSA A8 M8, % ExportParameters() J7 #
&% true, M4 RSA AAFRE A THRE ; H5% fale, M A
i RSA VR, A TINE

() IEHIE

private bytel |EncryptData(string text)
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o
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RSACryptoServiceProvider rsa = new RSACryptoService Pro-
vider() ;

rsa. ImportParameters( rsaParamsExcludePrivate) ; //%i A RSA
AL

byte[ ]bytes = Encoding. Unicode. GetBytes( text) ; /4§ IF X F
PR T WA

bytel JencryptedData = rsa. Encrypt( bytes, false) ; 7/ i RSA
89 Encrypt() 77 N3 3R

return encryptedData;
|

i
)R ERE.

private byte[ 1DecryptData( byte[ ]data) //data 2% 3C

}

RSACryptoServiceProvider rsa = new RSACryptoService Pro-
vider();

rsa. ImportParameters ( rsalParamsIncludePrivate ) 3 /4 A 5%
HEGAN RSA B8

byte] | deervpredData == rsa. Decrypr( data. false ) 5 /7 F} RSA
19 Decrypt( ) F 3 i B8R

return deeryptedDatas

i
i

4 & iF

MR FAIEREHN Win32API FFE BB IEEN A,
AR FER R RN BELCTERENIITRKENE
RS ARELAE B E 2% B E MK T .. Net Frame-
work B TRULREPENRE JFELEKEERE
M — 2, KRR RIS TAE, BB RIT E 2%
REGFRZLEHAENETR, CENALERTAR
.Net Framework THEMBEFE, FRT —1TET
Web M BE RANE ST R4,

S & 3Tk -

(1] % W, BRE FEREEIM]. R RNETRK¥S
Bt ,2003.

[2] Thorsteinson P,Gnana Arun Ganesh G. . NET %24 5% 15
AIM]. B58 & BiE Auat. BEAFEHRE,2004.

(3] O'Neill M. Web RELELHEARSKER(M]. B . HBXE
P A R R 4L 2003.

(47 Dourmace B. XML %4 $a[M] B A#. BEE.x0 1§
PEALE TR R . 2003,

(57 Bk HE C#BARIEIM) A5 i B KR,
2004,


http://www.cqvip.com

