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Abstract: The electronics data exchange become the main form that people exchange gradually. The cryptography will open widely and con-
tinuously in application of the information safety. The information safety would be more and more counting on the cryptography. This arti-
cle describes one of the cipher systems: data signature system (DSS). Primanily discuss the quick method to realize DSS and its primary
steps which includes the primary arithmetic of the DSS: finding big prime number, Monte Carlo arithmetic, the residual calculate to mod

exponent with high power, the arithmetic to power adverse. This article gives the computer programs to simulate the process DSS. And it

analyses and explains the security of DSS.
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1 VFZARARNRE
1.1 BFEAIRAZIR

¥ % £ FR M (Digital Signature Standard, DSS) 121 &
EHE EFATHES B ARBIST T (NIST) T 1991 £ 8 H A7
19,1994 £ 5 A 19 BIERXAT,1994 4F 12 A IEAER %
EEEFRS BALERERME FIPS 186 MM GRIrAEE R LT T
— s iEk, BRTHIFRUERR N FIPS 186 -2), DSS A ATR
B VL B FR M DSA(Digital Signature Algorithm) o

DSS WA DASK, — HE AR, X AP FEFA
BR T ZEWZI, SN EEMFEE R NIST A RH
BT RBR ZRAFRH THE LRERN RSA $
FRELEE, TMBTFRT DA B, 38, 5 2/ A
BAWATFERR EH RSABEW KBRS TEARA
Tk (R ERA RAABZ LA ER RSA KIER £
A, LY A UARBEEIXHENRE; [, NIST
JERFINDSAB K E R NSAEREREZER)ERE

YRS HHER: 20051129

VEEM A 2 R(1982 - ), Bl A S -L B S AR BF 3 b 1 2k i
FHLRER S 4 PVHME , B BT 6 AT AL 5 2 R
T#.

L XEMET A% T NSA AJREEH L P IRERT],
DMEAELE B AT L i NSA XF DSA BT iR 8
e, HX SRR EKEBIABECRTERAE M
BT DSA BEMEGERE, A A MIERE RS DSA
AR EHFERRNELTH S, DSAELTEFZE
RFELZERRRBFEER, R TBRAE BB
FIPS 186 — 2 #b, IEEE %) P1363 AR P B F & Z ARt
HEFEE R DSA S H 3%,
1.2 DSSHIZZSWIETE
1.2.1 #FB5LTR

DSS FHLE Ml T % 2 518 5 (SHA) ) @ 1
Fin st DSS M2 5 50IEd 2, BT .

(1) B%ITH &% (5 BIFESCH SHA RS, 7=4E E
EREHRFINE,

(Q)EXFTHESWRARENS ERETESL,
B BSOS o

()RR N FEABEES, HEMHEARFELER
AT EPIEZ S

(4) &3% 7 BIEZ AR B 2 WEEEHBET
WG PR, B2 A WANEEMEBGFEEA. HE
E RN TS, BRI K% FREFE R,
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) BEZTARETHEREREAMKIINENELES
JR R, BB LA MR, _

(6)EZHRAREFT AP B FEEET, BIHE,;
[FIR RIS SHA BRB4RED , 7ot 55 — M B,

(MEZFHEHMHELE, & —H KGR #
WIR B

DSS BT 88 #out #0828 LA {E R ELGAMAL
BFELARRN—NEM . UTHEHARNEE,

=

Ew

RN
—

&
| VHS

wHE %]
EE ﬁai@%lﬁ ]

KRG AP AR, SIENBCHFHE MES B
Sig(M) = (R,S),}FEEE M —BRXLEZH B,
1.2.4 HiEidsz

P BEEZIIAP AREFENHEE M EEE(R,
S) g, it#&:

W = S (mod ¢)

U, = (SHA(M) - W)(mod q)

U, = (R - W)(mod gq)

V= ((a%* %) (mod p))(mod q)  (2)

HHWREH V= R.BF

V = ((a% % a%2)(mod p))(mod g)

V=0a"{mod q)

V=R (3)

Hie, 1R vV = R, MBS H % &N
BaANRERMERN,

TEMGH— DSABENE L 5K
BRERQ=23,P =47, 3B « = 17°mod47
=T BEAPAEFETER ma=10/EXET

Bl 554kt #mTR

1.2.2 RFBLRGLK

DSSHERMSHEAFBAANAESESE—1H
Jaliok 2R

RNt Hs,

(DKREH P2 < P<2b , K 521 << L <1024,
B L %64 BER(BI P X512 ~ 1024 — @t KIFE KB
K 64 FIERMRER);

Q)P - 1MRAETF Q, Q HKEEN 160 A

(3)a = APV (mod p), K, 1< H<(P-1),3f
APV med p > 1,

B-NHPBRAPR U) WA ¢, SEHm,:

AP UMAFEHSHESHRRINT AR =4
FENLETE— BB m,,0< m, < q,F3F T8 ¢ = " (mod
PV AP ULAHERFREEE m, ENECHUES
£,
1.2.3 #4i#

BIAP AMEE MBTRFERERERESE
B,

HE AP AEFE-THIB R,0< R< Q, it
&,

R = (& (mod p))(mod q)

S = r"Y(SHA(M) + My * R)(mod ¢) (1)

He, Xy »~! REEVIE R MM Q Foxkist, » » !
= I1(mod ¢);SHA(M) REFRAZLBINE® M #ETH
ﬁlj“ﬂn

HHEELAFH. EHL AP A NAFEZEY
Cp = o™ (mod p) = 7% mod 47) = 32,FF A
¥t SHA(M) = 15 # T2 B BALE . 5% H
FAFARIS R = 19,848 Br) BULE
BEE, ! = 17(mod 23),

RE AP AHE R = (o' (mod p))(mod ¢) = 12,
BE AP AKITE S,
S = 1% (SHA(M) + ms * R)(mod q)
S =17 (15+ 10 - 12)(mod 23)

=18

AP A4 (R,S) = (12,18) e A T Xt
SHA(M) = 15 BB M4 .

BF%%&(R,S) = (12,18) Bt , BiIFF BEIE
W= S"modq) =9
U; = (SHA(M) * W)(mod ¢) = 20
U, =(R+W)(mod q) =16
V= (&Y% * %) (mod p))(mod ¢ = 12

BB, V=R =12, iiASZRARN ;BN VAR,
XTI BT DSSHEFEZMBINE 2 iR,

FERESLHF,DSS REFTEZR THEILERE: K
ERMEASR (AEERMFE MR, &8 - RN
B, o WABERNBEERE, T28IE %
(SHA) , IBFE&2Z DSSH. B THEBERMERE, ™=
AT BN BB TR S S, B T RERN
P X BE MM E &t EMR AN RS BN L,
SRR IR AL B, R 95 B DDS HFEA 4

2 DSS Rk
XHDHILHT DSSEENEZMRITEE, RE
AT LAy AR SCfF sk — BEE BT B S 2 FIBAE, 3F
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HEoH JERR S TS LA (DSS) KRR 53 - 235 -

FTE M p,q, 8 k ZEIKXRTE ECH

N ' o T T R4UREA
" S | 1 KBERGEFEEZGE, B LU#TT DSS

F)E % ! i BET . HHEATUN-BXARTER.
g | vV input the words you want to sign:
| sHA 5 8 | I [sHamzim e | tangyiwei
E | | 7‘5 using SHA method to hash it: hash=
2 : B D4B3, DCDD, 1E56, 114A, 52C7, 719D,
HMEHH Ex L R 05D8,DF97,7FF4,AA17h

—=—>[psszasn | =—=b[psseEan | <—=

|
' &R EH M
A2 ATDSSHHFELAELRE
HER TS LS RIEIRER 28, P LUE T R4
BE AT K- BHAMAA, B EHNE L MAHNR
B RBERPSXHHRR, BAATERE N, R4z
IR THR:

B3I DDS R4, WRAFZRRABCHER . BALR
AT LB KRR B 3™ — R S FEYLAY 160bic F414R
B PSS, P RS- ME—BHREN B CHE—1F
it BlINAP AEBET —TECHIMAIT:

private key is:

x = 424F, 1C86, 92E2, 7123, 2889, 0C99, D60D,
CC9C,6415,451Bh

HAP ARET-1MERE, REK T4 1
POPITA: NG

the public key is:

y = 692B, BF47, 98FC, C6F0, 209A, B82A, CE64,
8E70,B4DA,9ECE, 79DA, 007F, 4013,956A, A818,B7D2,
DESD,2D9F, 8EDE, CF84, 8837,2134, 1226, 30C2, C244,
77F5,421A,3CDE,D589,07A9,7B07,1A28h

HHEE—RINKEBEREE LT LM A
LR ATUAR TR RN KRB L.

the big numbers system created:

pis a 512bit prime number , p = A680, 405C, 6CA9,
7627,1A63, 8C56, 536A, B506, 9DE7, 7067, 69BF, 87BF,
D3BB,D53F,C14C, 90DB, 0F98,2755, DB48, S8FA, D21F,
7D67,C158,DB96, FB10, E4D5, AC32,6B5D, 4588, 91A4,
307E,F25Bh

q is a 160bit prime number , q = D53D, 291F, BC37,
94CB, A23C, 1D5A,3464,5CF2,8484, A2FDh

g=h(p—-1)/qmod p. 1<h<p

g = ADC, 84F6, A644, E36C, D110, E91D, D67C,
4A6D, 6DDA, ABC2, 5DBA, 9867, 9B59, 22F1, BI1BI,
8DCB, E387, 3735, 5B55, 07CB, AC3B, 2695, C98B, 6F66,
865B,BA2C, 830D, 141E,53EF,4430,520D,81 A0h

k is a random number : 0< k< g , k = 5E25, C722,
7AF4,41EC,9987,01A0,C9E1,1293,D744,87C2h

Press “s”to sign the words:s =[K~(~
1) (H(m) + xr) Jmod gq

s = 26D, B15D, 9A54, 138D, EBSB,
SF2E,19D5,2E97,36A9,7D34h

r={(g k mod p)mod q) = B243,D4AF, B78E, 881C,
18CE, A808,2F36,A1C4,D282,3071h

RO S5t XA E f SHA I H % H#T8S, RS
EHARAFTITE L FBIGR 5, ro R HE R EC

L& P R EAMIEM &, T 4 v 1T BR
WFR:

H T RIERF S A MR R, HERA SR «
A3t R A v

y = E28, B5EOQ, 3850, EB54, E68E, 2ACH, ATFE,
8A5D,87FE, 94B7, 8912, 9438, 5BC7, FA35, ED75, 80C8,
CEC3, AECA, C2EA, 4E18, D251, DD31, 2719, 14CD,
2A00,4D65,1A2F,965C,9251,772D, 7BES,B1C6h

v= {grul * y u2 mod p) mod q= 7BIE, C29A,
A223,A39B, 32B5,BD72,C9CB, 7C0A, 38E0,04 AOh

vZr FAILED valid signature verification

YA S FAAXS B 4B, PSRN

y = 692B, BF47, 98FC, C6F0, 209A, B82A, CE64,
8E70,B4DA,9ECE,79DA,007F, 4013,956A, A818,B7D2,
DESD,2D9F, 8EDE, CF84, 8837, 2134, 1226, 30C2, C244,
77F5,421A,3CDE, D589,07A9,7B07,1A28h

v={gul * yu2 mod p) mod q= B243,D4AF,B78E,
881C,18CE, A808,2F36,A1C4,D282,3071h

v=r PASSED valid signature verification

RYEIAERI . XT3 304054 53 B mE
BATHRAAM, XERAHERT . S M EHE A4 7 L
BE,ZADSSHEE, REAFRIPFAECHEA, AT
AR P R AT A E P B P H—-B R P
ERBCHRAHRTTES A TEXNMERHERAART
. EEWESNHAZZMMTEER,

RFEMT DSSHEMERMMNE: KEHIER, X
BUNRGER, RECRELEH , KRB R NE L,
SHA BFIE ¥, BILBBE Y. 8 RNETH, B
=4 DSS BT B B &N S8 IFREX F P BT A
ASCII B B U TR B 4 . TBORE IR Fr , 7]
(F#%F 239 7)
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R HE BT Notes ) OA RELHI R EHLH -+ 239 -

BHRT, PR B permitprint = “false”, F M, 7B BALF %
FREREEFAERN, {HESFTER XA, permitprint =
“rue”, XM, RR REGFRABKWA R R EESITEH
FREEFT BN R B TN B R HELL 3K SO

FEt, 3t e BB BRI T 5SHMAEF A
FRThRE, KR EREA ST (RE A S0 3 ARER
B EBERAXEVCRE AUTHS, EniX i s
i, BE—H IR TR F AR T 2R, AT HARIET
B QLT TR SN
2.4.3 sl RATiPRAEBMEAK

ARG A A EITE L RATE M Bk A7 TR,
HEIT —bZ 2 HHH, RiH& LT M
WBER 27, R typenum =2, MRITEHHE KT 2
0, WA FRFTEHENER. iR, RENRE
B permitprint " ®I ER{H Hy “false 7, FTEN % 4 25 & printname
R BAPATEH X825, 3R & permitprint” 4
“true ", ¥TEN% 2 A5 & printname A 075 FTEIGy 4000 1, Bp
Printnumber + 1, X B3 4 AI T ER 3 A B F BN & 9 24 STIE
o EHX—MRAP, B TR FLAESAE LT ENE
i, “mEHPEHEYR# L RAE LB R FHE,

FINERT T —MTEPRE M E printe FTELRE
KRS AR G, HAFTFF print £ EH
B SCHRATEIS R EBUTE G BRUR . FEZBEE
B, BIESR IR TTEN R A TENE A, fTENdE
A EER K ST 8, TN L A 2 R Q3R E),
P B H0] LA & 507 930 BRI HTT B S M

3 & ®

OA RGEHM % ZMBEEN FBENEZ 2RI
EBNRENZLER, MHZEEMSTAE—-ERX
PHRMES. ®RiFTETFT C/SHBSESHEANW OA
A8, B H T 44 M Lotus Domino/Notes 24~ & B A i %
2HH  MENEEEARANBRIERER G 25, &
S OARGEREHEH B MER, FERSLRIEHE
FREZeE BTHE. ERT2EULRRREIREK,
WA7E OA RE B ERZE 2 Wl EE KRR,
RE SRR SR T PR EITSKEIE,
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DM DSSEZ MR B, FERREMKER N,
BRATLAAE 1024 (IMARE S . N BENENRE
Frit i A S K,

3 B %

N T EBERRPRFELIHEDSS, TREART E
HHRESLBTEMEZS R, GF DS WEBRH & KE
BRSOKE) - BRERE, RRF RS SRRTE EE
W, S T DSSTEHE AL MR, X H &
MR Tt s . &t DSS N R SR FF il
WAHLEST, B T DSS 59 1 B 81 o, B I8 % i 2 e,
MHRERTER TS REERTEN ZNH. BE
HESMAEEUNER AFEXALAEINEERLE
WEZETE, SHEREHE SRR,
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