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Secure File Transport System Based on SSL/TLS Protocol
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Abstract; Nowadays encryption has become a key to protect the data which are transferred on Intemnet. This thesis mainly discussed how
to achieve the secure file transport system by JSSE, and the method which can make the secure socket connection by JSSE. The system is
efficient and can run on several platforms with no rebuilding. On other hand this thesis analyzed the security about the file transport system

based on SSL/TLS protocol and the transport efficiency by comparing with common file transport system.
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KeyStore ks = KeyStore. getlnstance ( KeyStore. getDefault-
Type())3

KeyStore tks = KeyStore. getInstance ( KeyStore. getDefault-
Type())s
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char[ ] password = “123456”. toCharArray() ;

/7RSI FERAE A3 S0 - B UE

FileInputStrearn fis = new java. io. FilelnputStream (“./
usekey” ) ;

FilelnputStream tfis = new java. io. FileInputStream (“./
usetrust” ) 3

tks. load( tfis, password) ;

ks. load(fis, password);

fis. close() ;

tfis. close() ;

kmf = KeyManagerFactory. getInstance(“SunX509");

mf = TrustManagerFactory. getlnstance(“SunX509”) 5

kamf. init( ks, password) 3

tmf. init(tks);
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s¢ = SSLContext. getInstance(“TLS") 3

sc. init (kmf. getKeyManagers (), tmf. getTrustManagers (),
null);
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sServersf = ( SSLServerSocketFactory ) se. getServerSock-
etFactory() ;

sServers = (SSLServerSocket) sServersf. createServerSocket
(port);

sServers, setNeedClientAuth( true) ;
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