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Authentication for FTTH Broadband Network with RADIUS
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Abstract: Broadband network has become a necessary facility of many families. ADSL and FT'TB take main part of current broadband mar-
ket. Focusing on the booming FTTH broadband accessing, this paper introduces FTTH broadband for city networking, and gives a kind of
authentication method, which is based on RADIUS protocol and through Web, It has strong expansibility and general availability, and pro-

vides a way for improving present authentication.
Key words: RADIUS; FTTH; Web authentication

0 3] ®

FTTH(Fiber To The Home, Jt4F 2| P ) BT R R 4%
B AWGESR M BB AR W, B R FHEA R4
T mE kR, ESRBRA RN LR, AW, HEE
RGEBEMEA KRR, L W &1 R RBHR, hs]
BT LERHXE HERRNLEASAERNWER. INE
BRERFEERATHEER S, MAET XHEFER
FETAPEARRENRER,

1 RENA
1.1 FITH /r48

LR A A A I M ADSL(AEX Fr 8
21 ) .Cable modem ( B 418 | #% % #% ) . FTTB(Fiber To
The Building) AR BEEARE RS, i THEERHER
ERERERTERFIMS Wi L EN AR ER
ERAFREM EHENELEH VRS MEH, MUET

W B 8 :2005 - 09 - 09

ELHWA  WINCEREFR AR A B Iy E
RSy ROEF A (1981 - ), 3, W) B b A B BRI 4, B 9E O 1)
HRSHE RRR, WA R0, 8%, BT W MR L 4R
ZEHR,

TP 4% (PON) 4 AT $8 44t 2k 5 . 6 B3R B ot 41 3
(FTTH) 8 A P G 58 B FE i 4 A I 80 B 20 i R T
®o

BB HIRIAM EPON REEHIZEMINE 1 i,

—
=] =
1 OLT @
B %ﬂﬁﬁ}fﬁ;b

N—
FLE CO Brw

B 1 EPON R4

EPON FE 4y g, =¥ 4, Bl OLT(Optical Line Termi-
nation) , ODN(Optical Distribution Network ) #1 ONU(Opti-
cal Network Unit), HH OLT A1 F E¥, — B O3l
53 (CO, Central Office) ; ONU i F [ F ¥

(1)OLT: % EPON R4, OLT & — L&
BeeaF, X R— A E % RUEF & (MSPP), B R Bt Al
THALMENIFHED, OLT B ONU [HHHEE &K
Al 20km, GRS ISR AT BORS: (AR 4248 , BEBEIE AT


http://www.cqvip.com

B

£ 000 http://www.cqvip.com]

ERYPH 25 . A RADIUS # 17 FTTH FEHF R 45 TAJIE <113

LY R, BA R EPON BB E F17i5 3] 1Gb/s B3
L ERRK 10 FHEERHERFER,

(2)ODN: H LR A28 POS XTI,

(3)ONU: FiF¥mi) ONU F R LUK M0, 58 T R
FERHLIKFE BB =R HINEE,
1.2 RADIUS Hris 25t

RADIUS Y BT RA A BB P IR % (Remote Au-
thentication Dial In User Service), B #]J&H Lucent 2> 7 F
%, BRTE BT IR A RFC2865 . RFC2866, i —1t 0SS
(BEXHEZ)REPHEENEXREZ— EX—F
BIEIEA Internet BHAIE /- #1. RADIUS RA 1R &
Y B REH, 5 TEHE, R R A RFHICKIEE,
FRUABE B R A AR T 28, A B R B FhEEAF
=, ZRAAREF RADIUS ¥l , 2% 7% RADIUS Z b #
& MIERHE RADIUS + ¥, JLE BT & B9 NAS( Network
Access Server) % 75 #F X ##45 ¥ RADIUS, RADIUS i Ff
UDP ¥4 ,RADIUS R4 5 A% P 9 F AR 47 280, B AR
# NASEH RE 4. B, NAS,RADIUS R %2810 3%
i@ 2 R,

J;:'| NAS BABE t;;>| RADIUS R4 % |

B2 LT £4H
RADIUS ## tu s il 3 fim.

B 3 RADIUS &% ¢4 X,

Code: )t CRAEMLHH, RADIUS il & X T 8 1A
A — MR B

Identifier: A TR S & A M I C ;

Length- 81, 15 M Code Bl Attributes FIF 54 ;

Authenticator: i TR IEMR % 280 KRB, HoMER T
AP B4 rng, ik CHAP IAIEF A Challenge;

Attributes: INIEF B R HEXT, ABIE R R Attribute
(81 1 ] User — Name) ,RFC £ X T 63 #(1~63), 3+
817,21 BAEFE X, 40~ 59 BRE 471 H W LURE RA-
DIUS MR35 344 #1 NAS & HFh2 B 17008 AR ANE
A, 30 RFC28651,

RADIUS X & FINIEH 2 , 818 PAP(Password Au-
thentication Protocol RFC1334 ) , CHAP ( Challenge — Hand-
shake Authentication Protocol RFC1471 RFCI1812), 53 H
HAESMY, 40 Windows B Domain R, HE NAS
RADIUS R 45 SR 88 S RF BT

2 NEFER
NES R BT EES 3 # . PPPoE(Point to Point Pro-
tocol over Ethernet) . IEEE 802. 1X.Web AiE!*S), PPPoE

RBEBAERFHARENRE BEREAESEEET
WHHFFRE,HF Ba ¥ R %, [EEE 802. IX FR & —
FhEE o LS FEPHANE S X, FER T IR M EINIE,
SR, TEE A E Z B B R B FHAGESG 1 3L,
HAtdk F om0 A, EMNEZ BT M SO,
PRAEBAR N LA NE B E M, el LA FRARM,
AR S EEARRATRIEFIER B M, A
8BRS R ER R R AL, BTFEE PR,
ik % X RHFEMABRNWERF X, A K RADIUS
B ARSI FEEFHITER.

M Web INEARTREZ P K, T RAER, E&H
REMLF  AREFHHETE, BRARERFERH
W EER R ANREEXR.

2.1 WebikiFift#z

Web NEM AR T : P FFYLIE 8T NAS Bt 5 2%
®E 1P bl RISA P UIRE R AT, BRRARP K S
5B HREINER S 25 (RADIUS) , A IEAR 55 284K 18 /3
MAC/IP/VLAN ID €4 Fi P51, A TE R % 2% BUBHAUE
HIME R, Rt & (NAS)H A VLAN ID. PO .
FAF IP #usik #1 MAC bt 377 o] SR B E M S8 EAE N F P
BRI IREF TR M LM hel, HadrrE i E
4 FiiRo

I User l I NAS l I Portal " Radius Server I

145 [ WellS ol L
R fC LG i RS

G &R

o TR X ‘_ .
DL L o >
ﬁ' Portal g:y‘ ez
‘!ﬁ su E [‘, 'Iﬁ Eﬁlzl
B4 WebiAiEFEMAH
Web IAMEA RIS IR %387 FTTH PR B W0E 5
B o

ODN PC
,ﬁ_ﬁ,@.__
Ilr-% «5 - ODN Noti%ook
Y S
oLt .
o &
ODN  Terminal
P— _ﬁg‘f.
""""""""" IR

F&LDAPH & 2
BAS5 FTTHR%RH
2.2 AGRUHER
WA AR 57 28 OB B I A0 T 30(38 3 W) R,
- freeraduis: INTE F X CHAP, & B R M F N
OpenLDAP, i 835 L.DAP WIERR (LB , 77 B EI06E;
*OpenL.DAP ff i T core Fl freeradius $2 fft #9 RA-


http://www.cqvip.com

- 114 - WEYEARS k&

£ 000 http://www.cqvip.com]

% lo#

DIUS - LDAPv3 B4~ schema X4, 3 Hi% B T H N 8 B
REEH B dif SUEIMAIE R, B— & wer IDRPEEE
F P2 TER, U FAAEZRR Auth — Type, HERET]
DARRAE 75 3R (A3t 37 R ) W i

2.3 WebiAEFRYEE

*NAS # Portal Z [6] #3815 hi A BARMEDNL, BTE
NAS ® &Rt EMED , FNRELE;

-FAP Y AR — KRR NAS R R & 1 T
Portal T E b, 25 P i@ iE Web 44T Java /NERFH
LU SR ERES;

AP HEIE R TR AL TR . 7T LB NAS &0t £ %18
FREBHBAP N, IH S 3 KRR, 77 LLH B P
B,

3 RADIUS B&HF TR
RADIUS FREFBHEREX RBEARABHTER P
FISFFET (E) R R E M, B M BIIR & B IR, B
A—MET A HERE IR R AT
WHRFF R
- BR{IRER .
0S: REDHAT ENTERPRISE Linux AS 3.0
RADIUS: Freeradius—1.0.0 — pre3
LDAP: OPENLDAP —2.2.13 + Berkeley. DB. 4. 2.
25
Database: MySQL — Standard —4.0.20 — pc — Linux
WebServ: Apache—2.0
- WA
4 %38 PC + Dell Linux fR% 3%
- PEEIFE .
Hub R 345 R M iy
WiRgE R A 6 i,
BB ERNEP NG, ABRSR g X
B h IR 5 2RO A B . BB NERR
BRI , IR S5 AR NN B A PR, (BB R LR AE N &

FHRARFAMNER, FAXEREEBRBARE, #H
BHEIANMTARERBRIED, ABRENRHE - LR
Hio

RADIUS server

;gffﬁ‘ﬁﬁim

200
100

0 EPUS

1 2 3 q

Ho MikalikeR

4 & it

R T FTTH R ME P AP Web AIESE AR, 3F
HAHAERRET —F MR, Web INER BREAB MRS,
LRt A — e S, IATER R M5 T PPPOE 8K, (B
AL OSSR R “UE PP .L7, B FH TR
EW R, MK IE R Web AIEHR S, B REFRZ BT
. ATLATER, FEE FTTH Bk % 82 M L&, Web
INEH AR ER AR,

$EIW:

(1] % & HFHRANERTRERSW0D]. T FERER,
2002(6):15-20.

(2] #82¥. RADIUS thil ByHE (L) (1], B #:EF,2001
(2):49-51.

[3] Hassell J. Radius[ M]. America: O’ Reilly,2002.

[4] RFC2865, RFC2866. Remote Authentication Dial In User
Service, RADIUS Accounting[ S].2000.

[5] =AW BFREFMRE I ERARNEFXZRESR]
TP AR ,2003(3) :40 - 41.

(6] TH/NR.FHMEANIHERSH
Rt 5#,2002(4) :23 - 26.

[7] Hill J. An Analysis of the RADIUS Authentication Protocol
[EB/OL]. http://www. untruth. org/josh/security/radius/
radius — auth. html,2001.

WEBAIE[]]. &

Y G A AN A SO S S G T A P ST Y WA ST P G ORLY VLT VALY NPT SESVALY GAOMILY SHNLF GEPVLLF GV VESRUP SN S UUE VST UL ST SR ST SN S S G ST U S W

(8% 111 ®) -
FH T Kerberos INIEFIZALTH REH AR AL

X

[17 Bellovin S M, Merritt M. Limitations of the Kerberos Authen-
tication System[J]. ACM SIGCOMM Computer Communica-
tion Review, 1990,20(5):119-132.

[2] Kehne A, Schonwalder J, Langendorfer H. A nonce — based
protocol for multiple authentication[ J]. Operating Systems Re-
view,1992, 26(4):84 —89.

[3] Itoi N, Honeyman P. Smartcard integration with kerberos v5
[J]. Lecture Notes in Computer Science,2001,2041;73 —78.

(4] ® 8, 0%E, WE. —FF BAFHEH K Kerberos
TR ). B A42E4R, 2001, 12(6) :872 - 877.

[5] 3cékte, 430, ¥R Kerberos thil T2 R BT R]].
I ,2004,25(6):76 - 79.

[6] Steiner J G,Neuman B C,Schiller J I. Kerberos: An Authenti-
cation Service for Open Network Systems[ A]. In Proceedings
of the {USENIX| Technical Conference[ C]. [s. 1. J: USENIX
Association, 1988.191 ~ 202.

[7] Neuman B C. Proxy — Based Authorization and Accounting for
Distributed Systems [ A]. International Conference on Dis-
tributed Computing Systems[ C]. [s. L. ]: The ‘Washington
Technology Center,1993.283 —291.

(8] AuR, Loci M,Ashley P. Cross— domain one — shot authoriza-
tion using smart cards[ A]. In Proceedings of the 7th ACM
conference on Computer and communications security[C]. [ s.
1]: ACM Press,2000.220 —227.


http://www.cqvip.com

