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Electronic Documents Exchange System Based on
XML Security Technology

YAN Yong,HHU Hua-ping
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Abstract: It has become an important subject for how to improve the security, opening and inter — operation of the information in the enter-
prise — spanning electronic docurnent exchanging system. This paper presents a model of the electronic document exchanging system based
on XML security technology aimed at the problems about the unsafety of the transmission and the storage of the key information, the dis-
unity identity validation, the unconformance security specifications in the Internet/Intranet among different applications. This systern based
on the SAML — based single sign ~ on and authorization, XACML — based integrated access control, and the protection of key information

using the XML encryption and signatures, and provided a solution against the menace to system.
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