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Cooperative Detection to DDoS Attacks Based on Mobile Agent

WU Shan-shan, LI Jun
(School of Info. Sci. and Techn. ,Nanjing Univ. of Aeronautics and Astronautics, Nanjing 210016, China)

Abstraet; Distributed denial — of — service attack (DDoS) brings a very serious threat to the stability of the Internet. In the last two years,
it is discovered that DDoS attack methods and tools are becoming more sophisticated, effective, and also more difficult to trace to the real
attackers, However, on the defense side, current technologies are still unable to withstand large ~ scale attacks. In this paper, first analy-
ses the attacking rules and behaviors of DDoS, and then based on mobile agent, propose a cooperative intrusion detection framework fo-
cused on countering distributed denial — of — service (DDoS) attacks through the introduction of a distributed overlay early — warning net-

work. The goal is to minimize the detection and reaction time, and automate responses, while involving as many networks as possible along

the attack path.
Key words: DDoS; mobile agent;intrusion detection
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