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Design of Data Mining Based Intrusion Detection System
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Abstract: Currently most intrusion detection systems are constructed by manual means, constructing process of these systerns highly de-
pend on system builders’ knowledge and experience, so there are always some flaws in these models. Aiming at the problems exists in the
process of IDS (intrusion detection system) constructing, apply data mining technology to TDS to construct the models automatically. In
this paper, introduce a data mining based intrusion detection framework, and considering the real - time efficiency requirement of the in-
trusion detection model, propose “cascaded detection modules” approach to improve efficiency of TIXS. The models constructed by applying
data mining algorithms improve a lot in some aspects, such as efficiency, accuracy, extensibility and adaptability.
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