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Sniffer and Filter — Based Web Services Identity Validation

LONG Peng-fei, QIAO Bo
(Computer & Communication Eng. Coll. , Changsha University of Sci. & Tech. , Changsha 410076, China)

Abstract: In order to assure security of Web applications on Internet and avoid illegal accesses, a method for Web services identity valida-
tion based on sniffer and filter is proposed in this paper. Its principle and key techniques are analyzed. Sniffer and filter technologies in the
J2EE platform are expounded. It can be concluded that the presented method can guide the application of sniffer and filter in, enterprise
Web application development. Testing results show the requests can be sniffed first, and then filtered by using the presented method when

user’s requests are sent out. So, the information is effectively prevented from leaking due to illegal accesses, and the security of page files

stored into Web server are also kept.
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Public void doFilter (final ServletRequest req, final ServletResponse
res, FilterChain chain) throws I0Exception, ServletException
{
HrtpServletRequest hreq= (HttpServletRequest) req;
HttpServletResponse hres= (HttpServietResponse) res;
HrtpSession session= hreq. getSession() ;
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String isLogin=“";
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isLogin = (String) session. getAttribute (*isLo-
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if(isLogin. equals{ “true” ))
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<web — app>
<filter>
< filter — name > SignonFilter< /filter — name>
< filter — class> SignonFilter< /filter — class>
< Ailter>
< filter — mapping >
< filter — name > SignonFilter< /filter — name >
< url - pattern > / * < /url - pattern>>
< AHilter — mapping >
< /web— app>
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