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ZHENG Wen-yu,GE Wei
(Inst. of Software Eng. , Dept. of Computer Science, Northwest University, Xi’an 710069, China)

Abstract ; Because Web technology has property of distributed , wide area access, and more and more enterprise focus on information secu-
rity and efficiency access control architecture. So during the design and implementation of Web — based workflow application, access control

and authority technology becoming important issue. This paper introduces a solution of access control architecture for Web — based work-

flow application, and gives an implementation of this architecture.
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3.1 Authorities. xml
< ? xml version="“1.0" encoding=“UTF-8"7 >
< cudes xmlns; my = “http: //schemas. microsoft. com/office/
infopath/2003 /myXSD/2004 — 11 — 18T07:10: 38" xml: lang = “zh
-en”>
< authorities>
< authority name= “mms. show” object = “BpREEE R
action = “del” > < /authority >
< authority name= “cms. show” object = “# ALF & B 1
FEHB" action= “any” > < /authority >
<! -HABBEX - - >
< /authorities>
< actions >
< action actionname = “del” displayname = “BER" > </

action>
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< action actionname = “any” displayname = “ff " > </
action >
<V - HMRBENEX - - >
< /actions >
< /cudes>
3.2 Group — Role — Authority. xml
<7 xml version=“1.0" encoding=“UTF - 8"7 >
< cudes xmlns: my = “http://schemas. microsoft. com/office/
infopath/2003 /myXSD/2004 — 11 — 18T09:23:06" xml:lang = “zh
-en” >
< admin>
<role name=“FHEEHHA" >
< authority > person. any < /authority >
< authority > self. any < Zauthority >
< authority > cms. show < /authority >
< /role>
< /admin>
< company class= “0” id="“">
<role name="“S AT RGEHA">
< authority > person. any < /authority >
< authority > self. any < /authority >
< /role>
< /company >
< company class= “1" id=“">
<role name=“SF AT FEEHA" >
< authority > sortclass. any < /authority >
< authority > sortclass. list < /authority >
< authority > person. any < /authority >
< authority > mms. show < /authority >
< authority > cms. show < /authority >
< /role>
< /company >
< /cudes >
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